Report on: Workshop on Cyber Crimes organized by Cyber Society of India

A one-day workshop was organised by Cyber Socielydia at S.M. Diaz Hall, University of Madras
on 2-7-10 from 9.30 AM to 5.30 PM. Chairman of C$8ri R. Ramamurthy welcomed the
participants. Describing the coverage areas imthrkshop, he spoke about the activities of CySisn
objectives of increasing awareness about Cyber&&im

Dr R. Thilagaraj, Head, Dept of Criminology, University of Madramugurating the workshop spoke
on the present day scenario in criminology esplgaigber criminology and lauded the efforts of
NGO'’s like Cyber Society of India touching upon dreas where academic institutions can play a
greater role. He underlined the increasing inteseswn by youngsters in the area of data secasity
seen by the increased response to courses like KyBer Forensics offered by Madras University. .

ShriR Vittal Raj, the noted Information Security consultant gayp®waerful presentation on
information security, the threats and vulneralgti Highlighting the challenges of today in thesaof
information security and the threats of botnets zombies, he recommended a cautious approach for
all the netizens especially in the light of dangeysed by professional hackers and cyber attackers
organized as hackers' groups and other uorgarosechs$.

This session was followed by a panel discussioh it M. Sudhakar, Addl Dy Commr of Police,
Cyber Crime Cell, Chennai, Ski Kandasamy, Asst Commr of Police, Bank Fraud Cell, SHR.
Charuhasan, Advocate on the dais. Shri Ramamurthy as thedvhidr introduced the panelists.
Dr.Sudhakar initiated the discussion citing insenfrom his vast experience in the areas of cyber
crime investigation. Shri Kandasamy quoted instaraf credit card frauds, skimming frauds and the
role of banks, highlighting the responsibilitiesbaink personnel in combatting card related fraugiwi
Charuhasan spoke about the need to strengthenittmg laws especially the provisions of I.T. Aot
deal firmly with cyber offences. Questions fieldgdparticipants were replied in an enthusiastic
manner by Dr Sudhakar. The session was very lwély active participation from everyone.

ShriV Rajendran, spoke on the relevance of I.T. Act and the evidey mechanism dealt with in it.
He described the various provisions of I.T Act aeaded in 2008 especially in areas dealing with
maintenance of e-records and provisions relatirgutomission of e-records as evidences.

In the post lunch sessioigmt Kalavathy, State Forensics Dept spoke about the digitah&ios,
computer hard-disk, mobile phone etc narratingaimsts of how forensics evidences are dealt with.
ShriVenkatesan of Lab SystemsIndia Pvt Itd, the main sponsors of the event, gave a usefulrect
on the importance of hard-disk evidence, technigiiespturing evidences. Drawing from his rich
experience of dealing with different cyber crimesl @omputer related offences, he spoke about the
significance of forensics tools and the evidencialyes from the tools. Shyiadav also from Lab
Systems, gave a vivid presentation of their foret®dl EnCase and its usefulness in the police
departments throughout the country and abroad too.

ShriS.N. Rvichandran from CySI Coimbatore shared his experiences iestigating and assisting the
police in the cyber crime area especially in baakid cases. He highlighted the practical problems
faced by the investigators right from the stagerafuiry, FIR and upto the stage of final conviction

Participants enquired about the effectiveness nbua tools like EnCase in the field of cyber agim
investigations and evidences. At the end of thekglmp, a Technical demo was arranged for those
participants, who were interested in the techrdeddils.
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